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MicroFrame

No Additional lines, Easy Installation
and Initialization

13,,111 JIlt' I't'IIHIlt' ,H'I't'~- 1I1,Iillll'IIilIH't' 11l)1'f ,lilt!

:-,\11)1{ IllI1'1 "tllllll"'( ttl lilt' Ill( -,; 10, t,lilllill,ll ill!.! 1I1I

l'l'_1 or "\II'a ~lill'I"f'l lilH'~ alld III0d"III-, Illitiilli/il­

li"ll i- l'a~il\ 'Wl,tlllll'li-llt'd JiIl"t1I!.!11 a ~nil'~ It/'

1111'1111-' J/,;\ "II I)n 11111 11-,

\11\ t'llllll,illalioll or a\ililal.ll' ,IIIIIlt'llIil',lli'"1

ItTIII)(.II)!.!:it'~ 111,1\ Ill' -"I''I'!t,t! r"I' IIlaililt'II,lIH't' 1'01"

,!O'I't'--, ll' to:.20 lI-n-dt'l'illt'd ( 1)1{ I'llllln.l l'ar'lIllt'·

1,'1'- an' 'l\ililill.!" fIll' -l'l I ill!.! ilhl'1I1 nilniil, illdlHI­

ill!.!: Illlt" I't'I"'l'll1 .In iilli,t11 1'1'''"1 IHll'Illill"nt/'ilt'- ,111.1

1111I1IIwI'-"I'-t'\t'llt-lilllit"lioll- ill l',W" l'al'''lIl1'lt'l'.

Technical Specifications
Basic Secure Sentinel'" IPC-31 0 Platform

Authentication Models Type
Callback: Fixed/Variable Callback, Password OnlY

Drect Dial Token: In-Line Te1eKEY, MagnaKEY SofKEY
Off-Lire PassKEY and Other Popular Tokens

FOR INFORMATION

CALL 1(800)395-7450

MicroFrame, Inc.

21 Meridian Road

Edison, NJ 08820

©MCI Telecommunications Corporation, 1993

Operating Characteristics
lternal Modem

':.:. :'" in Lin k Speed:
'al Connections:

':"1,1 ,19 Connections:
3la'1dard Display:
Standard Power:
Optional Power:
Back·up Power:

S~lndard Memory:
Bufter memory:

- -' .. perature Range:
:; ~'J:l\le Humidity:

Dimensions

2400 bps With MNP level 5Error Correction
ANI Compatible
19,2 Kbps Speed Matchl ng between Ports
Host 1·RS-232/DB25S Host 2-RS232/DB9S
Aux Port-RS-232/DB25S
.8J11
Red. Green Yellow LED Indicators
110/220/240 VAC, 50/60 Hz
48V to 52V DC
Holdover Battery Included
1MB Battery Supported Static RAM
Programmable
0-40 degrees Centigrade
To 95%, non-condenSing
575'x950'x275"

Control No. 20017 593
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IPC-310 SECURE SENTINEL

DIHII-port ('olltroll,'r \\itll ill!(,l'llaIIlHIl/I"" IH'f)\ id,''''
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Realize the Following Benefits
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,11,111;\ 11\ ";'111111"',1 <llld 11I,!!!!I',j

!' ! 111';111111-1"<11'11" 111'1,1(, III i'~laldi~11
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• I

\1

• !

• I

· -,

· -

l'IIIIIf'(t1l'l'll!!nllll.

11I~lilll"liIHI illld illiliilliz'lli'llI i~ '1'Ii"k ;IIHI I'il~\

h,1' 11101',' illfol'lIIillioll. "'1I11il,'1 \Iil'l'ld:l'ilIlH', lilt',

ill 1 gOO '\<("l·"'"-f,-lO,

n'al-lillw ('(dl-d{,taiIIIlOllilOrill~.

IlIaill\('llllIJ('(' port "'·{'[ll'it~·, alld

ala 1'111 II III II Hf!.'('11 WII I.

1IIl' \linol'l'illlll' :--''1'1111' :--"111 illl'l illl",~l'illl'~ till'

"~~"lIli,tI,'I"IIj('III~III' il ~'HIIItII,'I"ldlt'"" I'nilit/Ill"

I ""'\ ,'/I' ill/l I ""',!!I',lIl' illill ;1 -ill:.:II' ~III111il)11. TIll'

"''1'111'" ",,'111 illl'l""llfl""I~ III I tI,tll IIII' ~ \IDI{ "'lill II<

III"illl"II;III''I' 1"11'1 'II' rill' PI~\, ~I"'lIl'ill,!! tift' 1I1"illl"­

1I;IIIl'" 1'01'1 il~ilill~1 IIl1illltlllll'iz"" il'TI'~~ ilil" "t'I,"'I­

ill:': I'l'illltllllt'lll ;wli\ il\ 1,\ t'''"liIlIIOIl~I\ 11I01liltH'ill:.:

,,;tli ,1"lilill""'III1I-. II ill't'\ i,I,'~ 1'1'0111111 "111111',,1 ;wli"11

IIIIIIII!!II ,,1,11111- III p( ~, 1',I!!l'I'~ 01' F\\ Ill<lt'hill"~, II

,1"'/'1' i- 1111 /'I'~I"'/I~t' '0 11ft' illil;,11 ,,1;11'11' "ill,ill <I

1"",--..1''1'1,''/ lillft', ~t"'lln' ~"lIljll,'1 t'~I',t1il(t'~ ,11,11'111-

,1'1 Ili:.:II"I' dllrllt'l'il\ illl"/III' 1';111 ;IIIIIIIllilli",II" "i~dl,r,

I Ill' ;dlll~,',1 Lwilil\,

\lil'l'tol:I',IIII"II<I~1""'11" I"", In ill I1I"'ill'arll II 1,,1 01,

"01111'"11'1' ,1I1t1,lalil 111'1\\'11'1,. ~I"'lll'il~ ~~~lt'III~

~ill<'I' I Q:::'2, ("111j 'ililil'~ "I' ;tli ~iz,'~ I'd.' 011 tilt'

:--""111'1' :-"'111;111,1 il~" 1,.,,\ ,,1"1I1t'111 ill IIlt'ir I'l'illl" 111--
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THE HACKER PREVENTER~"

Ach-anced artificial intelligence pn)\'j (It,,;

continuous. high level security agaill~t

fraudulent access to PBX.

The Xiox Hacker Preventer prm'ides a uniquc.
proactive approach to telecommunication~

fraud control. Csing three lines of defense. it
guards inbound access to PBX system:;. block­
ing the efforts of even highly ~ophisticated

hackers. This is achiewd through a combina­
tion of user ID. password. and wrbal author­
ization. making the probability of guessing a
valid code one in a billion. Repeated access
attempts and unusual call patterns are recog­
nized and acces:" is denied.

Drawing UpOIl t"xperiellce and expertise
gained over mort" than a decade of providing
PC-based call accounting and telecommunica­
tions security. Xiox offers a complete family of
hardwan.> and ~oftware for successfullv block­
ing. tracking and trapping hackers and sY:itelll
abusers. In addition to the Hacker Prevellter.
the Fort Knox familY includes the Hacker
Deadbolt and the Hacker Tracker.

Realize The Following Benefits
• Three levels of inbound protection from

telephone hackers
• Secure. monitored use of DISA-type feature:­

for traveling employees and telecommuters

• \111IIIII<ltic rt'cognilioll of u:,er-profile dc\ia­
Ii. '11- dill I It'rminatioll of fraudulellt u:-t'

• ()II-'/.'III'II\(1 prilltl·d report:i for as",i:-taIl,'I'
\\ iill Ir;lIld aIlaly,;i'" alld Ibage research

• .... '·'·111'1' dC(,('",,,, to rt'lllOte tllainlPllance port"'.
\, Jitl"llidil "'~:-tenb alld modem poob

• 111I1 I'l'dlizalioIl of .'0:-1 "'m'ings inherent to

1"·llIlI!.' ,w,·t'''':, :,V"tPllb
• .... 1H"'i,i1 ~()%) discount 011 elltire famil~' of

\I()\ [,!'Odul'ls to all \1(:1 clbtomers

Easy Installation and Custom
Configuration
\\ 11111111111111'-. Ihe .\iox Hackpr Preventer call
III 111-Lill,,'/ alld c(Hlfigurpd to meet the prpci:,,'
-,', II I'll \ 1I,·.,ds of \'our oraanizatioll. The uni I

• L'

I'll III It " 1- Iwf\n'pn OIle and ~ixteen extension~ I()
\111111'13\ atld require~ no special trunking 01'

11·1"'"111111 facilities. It can accommodate on.>r
~ (lIiI) 1,11-\ l'ourcaHs (depending on modpl)
illl"II:.:11 illl' nIT feawre. Configuration and

L

111011 rill J1.IIIl'" call 1)(-' accomplished either hy
-,. III' I' 1.·ldltllll· or by lIsing the DOS-baspd
11I1I11:':IIJ,II!1l11 lltility prO\'ided with the Hackl'!'
1'1"'\ 1'1111 I'
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Xiox
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Stations

Auto
Attendant

Voice MailModem Pool

( DOD)

Remote
Maintenance Ports

PBX

The Hacker Preventer™
Ph Vsic a J --Ious;ng Shelf or desk n;ounted enclosure

riB 5 In W75 In 0 16 In
Nelght exciusive of PdCKlng materials 28 pourds

Elee I ric aI Mains power 115/230 Vac 50-60 Hz. 50 VA max
25 VA typical

En yi ron men t Operat,ng temperature 10-50 deg, C
Relative Humidity 10-95°!0

Telephone 1Jl1 analog. FCC registration EMC54S-15118-MO-E
Reqv08B ULE101818

Fun ct ion aI 'Jser 10 code length 8digits [riaXlmum 1digit minlm'Jm
Jaled number length 28 digits maximum
Global Service Ctasses 0 restricted 1&2 unrestricted
User Service Classes 0 restricted, 1-9 unrestricted

Rep 0 rt s ':\'uthorized User 10 liSt. selectable by range cl user code
Call detail report last In-first out 5000 cali sliding Window
Active User Report selectable oy range of user code
OallyActlve User Report

Track SloP

XHP XHP

XHP/ XHP
XHT

XHP XHP

XHP/ XHP/
XH08 XH08

Trunks

o

Telecommuters

Software
Defined Networks

1ho XIOX sys_ that will...

Hackert wha trip alarms accessing the system

Hackers who trip alarms leaving the system

Hackers who don't trip alarms

Hackers who try to reconfigure the user's sys..m

8Iocking...

MATRIX KEY:
XHT=X,ox HaC~2r T'aCker XHD8= XIOX Hacker Deadbclt

FOR INFORMATION

CALL 1(800)685-8188

XIOX Corporation

577 Airport BlVd, SUite 700

Burlingame. CA 94010

IRISA'''
Intelligent Restricted

Inward System Access

"'1"1' ild''''III'! llil\ 1,."1, ... 1111'1",11 \1,1, "rd.' ... ··" 1'1''':''' <I,'il
'I"';I,tI" 11-1'1 I;) "Iltll'<I"""'11. \"II"i1 I'<I'-\\;"'11. ,lIIti ,,'.11'I1"11'

• "1"1' "1::1"":lId lial'kl'!', ... "'I'!' II), ,'alii ... a.-i~·lll'd I" 11111"
tI,'l'illl d 1,la'··I" "I' ,1'1'\ ill' 1'''1' '1H'I'ifil dl'-lilldtll\lI- -111'11 ,,­
1IIl,'rl\lli"I' 1\1' I,,'rtaill ,1I'I'a 1'1\11.--, ,''' rl'-ll'i.'II,d 1'1'1\111 ill'l'I'-- ["

1'l'I'ldill d"'1 111:11 11\11' -1I1,1i a- illll'r"ali,,"all\l' al\\ II\II~

di-lall"I' "',11-.
''';11\1,11<11'1,.,,1'- \\ 1,1\ .1"11" 'I'i" <11,11'111' \\ 111'11 1I',J\illC!' -\ -1"111

1"'''I'l'il'I<l1'\ 11'1'1' III",I'ili II:':, dlll"lIlall,tI al'I'IIII1II1<1111\1I "I',
I'r"fill'-, ,11111 artificial illll'lli~"III't' l'IIIII[,ari-,,", '" 1"'"liI,'­
-"I,aral" 11<11'1,.,,1" 1'1'1\111 11_1'1",

• """1' I,al'kl'l" \\11" 11'\ ,,, 1't"'''lIfi~III't, till' 11-1'1' '\ -11'111,
11'1' 1'1'111"'" IIlaill"'IIi1I1''t' 1'''1'1 i, 1'1""""11'<1 \,\ <III <lIT<l\ "I
I'<I.-""rtl ,tltl'l'II<lli\,',: a "iallllll'k 1I1I\d"IIII'al'ahilill illl./

1'<1"\\1\1'.1- ill 1·ll"I" 1'1\1' lililill'd 1'l'I'il\d, ,"1,1, <I' "I1I'-li'IlI'
Ill' 2-+-1111111' 11-",
Track Il<lI'kl'l'-, .. r"IIII" I'I'j,,,nill,C!' l'al'i1l,ililil'- illcilltl"
\1111'01';/1,<1 I '1'1', (allDI'lail. \",i\l' [ -''1'11)" ,llId D'lil\
\I'li\ il\ 1.\ I '1'1' ID,

©MCI Telecommunications Corporation, 1993 ContrOl No 20019 1/93
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A Ill/bl ': ,or,,,,

Oil tllp I';-;I\('

;:: llUl p. :tpl" T

\ ;!rowin;! number of "oml"I1II'" ILI\" 1""'11
"onfn,nlt>d with the toll fraud 1",,1,1"111. \\ hrl,·

" .. timatl>" nll~. it is 1!t'1lt'l'alh '1<'''11'''' J...Ic:<'.1 "Ial
I: PE-I'elall'd fraud account- fill' 111"1'<' I ha 11 ,. I

hill ion each Hat' in lo~",''', Th,' 1"'--"'''11' "I'
lwinl! hack ..d i .. \en n·al.

4 Third-Party
Insurilnce

.. l :u .. tOI1H'1' 1IIIIifil'ation of potential" fraud­

1/ I"ttt u.. a,!!f'

• \~,i"'ant'f' in rt'~o" inl! ft'autlu.lent ~ituatiolt..

3 CPEAdd-on ~qUqJl!1')11t

through AffilIates
Pr()qr~m

• :!U~i di ..count 011 \lif'roFt'anw alltl \ill'­

f"luil'l1lt'nt for \lei cu ..tomt't'~

• \lonitol'" an\ tl'affil' routl'd tht'ough it: i,

not nelu .. in' 10 tIlt' tr'affic of \ler 01' all\

oth"l'catTil'r

• Can lit' sPl to takt' f'orl'petiH> al'tion \\ itllllul

human inlt'n t'lltioll

• Ha~ Iht'pshold .. that I'an Iw tailol',>d to indi­

\ idual busilll's~ traffil' patlpt·n ..

• \Ionitot" It'affil' on t't'al timt' ba,.. i ..

• CO\ ,>ragt' of all of ('llstoffiet"s long distan('1'

traffic

• \0 \lel t't'l/llirl'mt'nt for traffic \o[UI11,'

('ommitnwnt

• Trut' in~uranct'. not a service guarantt'p

Fot, mot·p infonnation on how :vICI Dt'lt'l'I

"an ht'lp you put the finger on fraud spt'ak with

\ lIur\lC I l't'prt"t'ntatin>,

II

II

hi~ i~ the I'il'~t ,-.Iitll,11 "' Ih,· \11 I
Deled nt'",Il'llo'L II~TH' rf II{:'

1. Customer AWrHP " "

&Education-
Free to MCI CllS!I)'"

\\'> han> dt>~ip1t'.1 tlll- 1'lrI,li,'alilll1

tll provide \lIU "ith all 11\1-1'\ i,·"
lIf \lCr~ r.-al1.1 I""" "11111111 f"a

tun>~. inl'onnalion on th,> lat,--I 11';:"""1"111 ",.. h-

ni'lu,'''' helpful hinb 1I11 h"" I" ,I"al \\llh

fnlllli and f.·alul't· .. tlll'it'- "II h"" '\<' I,a\l'

1lt'IIWd (·u"tomt'I''',

\[(:1' ha," a Ion,!! hi~tOl~' "I' Ilt'l pi II l.: "'/I .11'/' '/110'1"

d"al with fr'aud probl,>m .. il1,.JII""I~ h"I"IIl~

I'nllldl"'e\t'ntion ,..eminat·... pI'''' I,I/ll~ "II '1/,·

(·/>I1 ..ultin,!! and ,..uppl~in,!! '>tltwa/I"II," II",/<'".d.

\ow a nt'w ,!!t'IH>ralion of anti-Ira II.! ,/1.'.,·111"'·

han> Ilt'pn dt'\t'lopt'd 10 (·oml.,11 \"Ii I, ,III.!,

\ICI Dett>ct is a value-add,·.I,'·I'\ 10" ,j"",I"I".1

to "HELP YOL PLT THE FI\I.I H 1/\

FRALD:' It is a multi-facl'lt'd al'I""'" II' "",
.. i.. ting of 4 kt'Y element .. :

II

Welcome

to the

New Mel

Detector

• '\nal~sis of customt'I·· .. \1( I ,1",", ,'" .lil­
0l'i;rinalt'tl800 traffic and 111111".,",0\ 111"'1­

national to selt'ct high-fraud '''111111''''

• Exclusivt'. awanl winnin!(. 1'",",,, .11' ,II .'11,,··

vidt'o. "Invisible CI·iminal."

• \lel DETECTOR. flual'tt'l'h IId'<I III.tll'"
nt'w .. lt'tter

• \lanual on t'asily compt'omi"'d ( ('I, I, ,11111'1'­

and functions Iavailablt' mid, I'l'l : ,

• "Hands on" f'onsullin,!!

II 2, Analysis of CustOll1t'r

Traffic-Free to Mel
Customers!

Mel intercepts fraudulent

activity on Times Record in

Maine 1-800 service and

prevents thousands of

dollars in losses.



Jle: has a

long history

ofhelping our

ClLstomers

withfraud

problems.

hints
OISA

"',.,111.1 '1/,/1",,/('1- DI~ \ i- d.·-i~lwd til .dl .."
rt'lIIoh' ,WI'P-' 10 a PB\. ,11,,1 1111'11 .. ri!.!illil/'· "II
IIl1lbollnd "'111. \,; a r"-lilt III' I hi- d"-I"I\.

mall' PB\. 11\,111'1', lI'" DI~ \ III 1"'11"1' ( allill"

CanL-; hO'\I·\,>r. it j ... 'II ..... 11-",1 I" .·,,11--.·11
IIppralor'" in plal'in~ I'ralld"I,·,,1 ,·,dl-.

TIlt' hack"I'- an' ablt' 10 I.... al.' lilt' 111:-' \ 1,·'1­

lun' "ilh tilt' II'" of '1"'\<11' di.d"I··· Th.· "\\al'

dial, ...·· dial. t,·It·phOllt' 11111111 ... , - "'''I,I'''lIh,
<Tt'lwralh Boo IIl1ml ... r .... 1111/ d ., 11111,1"111 .. ,.... .
dial 101lt' i, oblainpd, \flt-r a 111/1111 ... , 1- 1""11,1.

hacki.n~,ofl\larpi'llwlllI",d I"~ -'"11·,·1,1',,, I.did

aulhol'izatio(l ,·od..... I allth ,.",1 •. - I ( ".I, ..11'"

"frplJupnlh" but 1101 ah,a'. ,II-/,·dllll.·d I"

piral,'d loi,'p mail .... \ ... t,·Il!- .,",1 • ""'1'"1"1'
bullt'lin board •. Thp l'o,lt-- .1'" 11," ..11\ ,ji·­

Il'illlllpd 10 a (lpll\, ... k Ill' I'all •. II "!,,., al"I',

and lIIa~ abll bt' p'hl,'d .. II 1'ldl,'11I1 I",,,"d,

allli I oil'/' mail ",y.lpm•.

",,./1/1(1 ,~o/lllio1/ I~I-Th,·rt, a,'I' "'.tlll -1"1'-"

PB\. 0\1 npr ,'all lakp 10 1""'1.·,,1 h.I' ",.," fl' ""

oblaini.n~and h'audulplllh II-Ill" t lit' I II'" \ f,·.t­

lurp. To Iwgin \lilh aUlh •· ... 1.· .11"ld.l I ..
madt' a, long a,; po,siJ,lp, \1 th.· 1"1\ I.·.t.l .1 I,,..

lor of 10.000 ,hould ",i ... 1 I... t\\.,·" III, .1.11\1'

('odp,;. For p,ampl,'. if th"I'I' .11" III ".,'1'.

Ihe I'ode ,hould be al lpa-I ,) ,II~'!' 1",,_' III \

10.000 ... 100.000,·:j di~t"'l. \1111" ,,,I,· ·1'''ldd

Iw randomly 'I'altel'pd Ihr.. ""h",,1 II" 1""'1
blp I'angp bUI nlll t'a,ih dl'\i".,1 I~; I

or 1111/. CIa,..; of..;enin· 1'1',1'" 1,,,,,- -h .. ,tld

Iw applied 10 dIP aUlh " ..01,,- 11111, ".". "Ith

a Iruly It'~ilimalp llt'pd ,h""I.I I" ,t1I",,,01

lntpl'nalional dialinl! Ihl'"u:!h I I" III' \
monitoring ~y.lem should III' -,'1 "I' t .. I", .. ,,01

OlSA u,age, "'lonilol'in~1'''1,,,1'1, .h .. "I,1 .h"I'

Iht' number of lime, and "1111/1'" .,11 ,III/h

code is used in a day', U'!",...,iJ .I, .. t I" .1 ..11.11 ,,j,It'

of tlHJ'e eall, ,hould ai,,, I ... /1 .. 1, ,I "II ii",

reports,

Voice Mail Boxes (VMBl As Bulletin Board

frlllltl.llf>ll/m/(s)-TIlt'r,' at"~ 1\, .. 1'1"- "t
"IB Sy,;tpm, fraud. TIlt' fil'-I 1'1'" '''''111',

when a hackel' take~ O\l'I' a Ii.. , .I"d ".,', It to
_.._~ ........ u .... : ......~h~ u ..,;.a... .~th. .....· h,_II·lt·,· .... '1'1'1'" 1',111 lit,

"111'11'"'' il' '"'",''''' i· "a:II,'d I" rh· \ \!H .... ,-­
"'111 ,i.l '''I ::1111 111/1111 ... 1'. !II thi. ,ituatill". a

had.. '!' tl I'i ..al" ha"k, 1111\ till' I"" l'a .. \,,,,·01

alld .. han:!'" il al"l1~ \lilh 1111' :!t't",till:!.

fr/llld , '..I"lio" (.,)-'1'0 pl,.. t"'·1 a:!aill-t a

\ \lB I in:.:: I'inllt·d till' foll.min:.:: -1"1'- _hllilld

IlI'tak"Il:
• Do n.. 1 all .. " admini trali·.. · ,liT"" \ ia II ...

"hOIH'. If 1.·I"""m r r ... oll ,'all "",,. ".·Id,·
and .. hall:'::" b .. \,· ... I ia 1111' "llIIn,· .•" .. all a

IHI .. k,'r,
• Do 11.. 1 hall' adi,,' lIIaill""," lha. ,III "lit

ha'" all 11\\ 11t'1',
• l'a __ \\ol'oI, ,hollid I", al I,'a.t h di:.::it- 1"11:'::.

• If " .... ihl ... l'u.""'''I'oI. ,hlllll.l "",iI'" ,·\t·I'\

:W-')O da\.;.

Voice Mail Boxes lVMBl Garnering Dial Tone

"',.,,/1// 1I1'/1I/Iti I.,)-Tllt' ,,','ond t, , ... "I' al '11-"

illl oh ..... ~anll"i,,~ a PBX diallll/lP \ i1l till' \ \IB.
Thi, i.- a,·(·oml'li.h,·d in 1\'0 \HI". Both 11,,·tI,

...I ... call I"an,f.. r 011101' lilt' \ \IB 10 a I,holl" ,,11

th""""'I"I\I, If lilt' PB\ i, nol ,,'I np "I·ol,,·/·h

tfw Imn,f"I' ,'an Ill' mad.. oIil'pdh 10 dial 1"1"
In olhpr in,IalH"· ... Ill/' cailpl' II·an ... f,'!'- ,,, a"

",I,'n... ion. III ';lInll' ,'a,ps IIIP p,tt'n"iolllll,1\ I ...
on anolhf'I' PB\. a"d '·j'l/llir.. Inlll-llli--i,,11

0"'" a Ii.' lin". If thl' Ii,' lilll' i, (101 1"'''1'''' I,
""'un',!. dial 1011t' ..aniif' rd"it'lpd alld I,·all.l

1I1.'nl ,'all" I'/a('/'d, Final/y. 1111 I'B\- h" \.

Tl'unk \''1'"'''' Cod," IT\C,lol' Fa,·ilill \", ..

Codt,. IF\C"I. Tt'l'hnician, u"'" lIlt',,· ""I,·

tomak,' 1..,1 ",uk If allowpI!. a IHll'k,'1' I'all I,,,,,·

ft", "III of IIH' \ 'IB 10 Ilw T\C, 01' F\l.

1",,/11,,/ .~o/lIliolll,,)-:'t,·I'- 10 1'1'1'\ "111 1'1', \

F.·allt! :
• Di"ahlin~ Ihp Irall,fel'rin~ oul 1""1",,

This woultll'f'stlil'l u,t' to olll~ /"'1"'1\ III:.: ,11,.1

l·t~t I·it·' ing Int·s:""a~t":-i.

• Limilin~ al'I'P';'; 10 only -t-di~il 1',1"11""'"

if Iran,felTing i, allo\lpd.
• BIOf'kin~ 8 & I) a('("'.;,; 18 & ') ~"II' ,.,11,

Iwin~ dra\l dial IOIlf' numlwl'-}.

• PI'ohihilin~ ll'llllk-lo.ll'llllk 'I, ....... I"

lit' lillt,,;,
• OJ,,allowing; T \C and FAC ,!tT"" II ""1 II,.

\ \lB,
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...As a result, the fra ud-related losses were kept

to less than 5500 Had this system of traffic

analysis and prompt action by Karen not

been In place, the loss could easily

have been ;n the tens of thou­

sands of dollars. Phyllis A.

Thlboutot, Vice President

dnd Treasurer of The Times

Record, In commending

Karen said, "I especially

JlJould like to forward

rT''! neartfelt thanks

to Karen Curia for

her work on our

account; if it

were not for

'1 e' we would have

only discovered this problem

today Mel il~vestlgations has done

a superb job ..

their system.

a.k.a., a "call-sell" operation. She immediately

called The Times Record and advised them

to contact their equipment vendor to secure

F "'!"

.;i-. ,

A~~~: -
~+:,.

Brunswick,
Maine "

Mel's Systems

Integrity group re­

cently came to the

rescue of The Times

Record in Brunswick,

Maine. Karen Curia, an SI Staff Investigator,

noticed in the daily analysis report that an

unusually high number of calls to The Times

Record's 800 number were coming in

from the 212 area code. Karen real-

ized that this pattern was out

of the norm for The Times

Record, and that the 212

area code further indi-

cated that fraudulent

sold long distance

service for a fee

activity was occur­

ring. A hacker

most likely had

just cracked an

access code

into The Times

Record PBX and

sold the code to

an individual who

from payphones, Congratulations Karen!

.I.~ "
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800 f HTf N0foe AII C0VERA GE8M

Beginning AprilS, 199;~. ha,j.· \J(:l ROO :'1'1'­

\ict"" and "ICI Vision' 800 :-;.>1'\ i.·.· "ill inrilldt'
('alls frl)m Hawaii. COS. Vil'!.~ill 1.lalld" and
Puel·to Riro. Previously. Ih,'-,· an'a, \\t'I'e
part of Extended Call CoVt'n11!'" Ib,il' I'on'ral!t'
will now inrlude thest' area, itlllolllali('alh. Thi,

SOO senice enhanrement g;h ". \"11 Ih,> 0ppm'­
tunity to I'xplore nl'w mark",. olll-idt' tilt'
Unitf'd Statf's.

Although the L.S, Vil'gin Island. ",Ill P\ff'I'lo
Rico do not currt'ntly a"I'olllll 10\' larl!!'
amounts of ePE 01' card fl'alld, tllt'l'!' , .. a
degree of eel'tainty th:!t inlllllllld !WO 1'1'0111

Puerto Riro will he used to a, ...,>.. ,,1101 d.,ft·allli
('lIstomers' ef/uipment.

W;" ad"ise our ('[Istomers to hlol'k ,," t1,0,11101 "all,
10 the l:lO9 an'a rode (809 ('olllam· rI ... I ",.,1., ,,'all

('ountries) as wt'll as wcounl,'i.·· Il,d 111,·111,1.,,1

in Ihl' :'Iiorth American \1I11J1"'I"'~ !'Lill,
unless they have business ,..'a-'"I· 10 all""
the calls. This precaution .... i1II11·'·\.·IlI. 0".11
least hmit,the most exp",n.j\ ,. 1".1,"1111"111

calls, thecirilernational ones. Bllll'kinl! ollll,o"nd,
however, doet·not prevent the ha,·k"I' In 'Ill ,lial­
ing in to yoor equipment via \0111' 31H) num!wr.

8 .\1el T...lt"l·lJmrnunl("atiun~ (:orporatil'll Ill'l;

Control 'Ii". 1-l1l;!1 :>/n

\11] SOO sen in' can he lailored so that 800 ,'aU,
can ol'iginatt' from the an'as you specify. This
is eallt'd Tailol,t'd Call Covera~C:\1Lsing this

eapahility. \011 "an .. (w,'if\', h\ al't'a rodt' and
t'x"hange lal". kno .... n a'i :\P\ & \XX). lilt'
art'as you .... ant 10 allow eal\;; to originate
from and tht' ont's vou do not. (f. in th,> con­
tt'xt of yom' hu.-int'ss· 1"t"(uirt'llwnt'. you eall
11I'event ,'alb to \OUI' BOO numlwl'. from OJ'ig­
inating in a pal1ieulal' al't'a. you haw t'liminalt'd
Ihe possibility of fl"aud attacks via ROO a'-f''''S
from that an'a.

\, pal't of 1111' ,'hangt's to tht' a ...·as indwl.·<! ill

Hasie 8~) f'o\('ra~e. Mel is waiving Ih.> Tailon-d

t :aJl Co\t'I'al!!' ITCC) "hargf' a""o"ialed "ilh
blorki.n~from\pril 1 until Junt' :~O, \ftt'I'.J Ullt"
:~O. thel'e .... illlw a 8150 install ehaql:t' 10 blOf'k
('alls 1'... 1111 Ih",,,' art'as. and a ~11O I'hang!'
ehal'!!t' to indudt' these art'as \both ont'-linw
eharges).

\ICl is ('urn'lIlly dt>wloping a list of :\P.\-\X\
(·ombination .. fr'om which significant amount,
of fraud origi nate. This list will be mad.,
a\ailable 10 ,'ustomers for f'onsideration for po,·
,ible t'xcktsion from 800 coverage plans,

ff'i> hope that )'ou ha've found

the information contained in

DETECTOR helpful in your

efforts to prel'ent CPE-related

fraud. Lookfor the next issue

of DETECTOR in the third

quarter of '93.



Reprinted from the CMA REVIEW.

Are Thieves Using YourPBX?
T~ fraJd: a111tot1f.nde IrcdIon

by Jim Sn!1der

For as long as fees have I
been levied for telephone ser­
t-tee, tNelles have schemed to
Q.t1(){d paying these charges
partiL:ularly for long-distance
calling. UnJortunately, this
thievery is rwt onlyjlourtshlng,
but the individuals involved
are constantly developing
more sophisticated techniques
for perpetratingfraud.

Although telephone fraud ex­
isted prtor to divestiture. it was
less visible then because the as­
sociated costs were simply
passed on to ratepayers. Follow­
ing divestiture. however, the op­
portunities to make fraudulent
long-distance calls multiplied.

The dangerfor the PBX

owner is that the remote

access authorization code

will be compromised.

enablingfraudulent calls to

beoriginated

through the PBX.

Long-distance caniers enter­
ing the market relled on five and
six digit personal identification
numbers to provide customers
with access to their networks. As
these codes were relatively easy
for hackers to break. the compa­
nies relying on them were ex­
tremely vulnerable. To combat
this type of fraud. long-distance
seJV1ce providers improved their
defenses. In response, the
thieves changed the targets and
methods of their thievery.

Remote access fraud
Perhaps the most critical issue

facing telecommunications users
today is remote access fraud.
typically a.(,':'0mrlished Lhrough
Private Branch Exchanges
(PBXs) and electmnic Voice Mail
Boxes (VMBs).

Any business that employs a
PBX or a VMB in its telecommu­
nications system can incur hun­
dreds of thousands of dollars in
losses (in a few days) at the
hands of those intent on stealing
services.

PBXs at the heart of the
problem

The heart of the problem lies
with the capabilities of PBXs and
similar eqUipment: not only is
the PBX able to transfer calls to
extensions and provide access to
the public switched network. it
generally has a number of other
useful features. such as remote
access capability.

Remote access capabUity per­
mits a user to dial an 800 num­
ber or a 7 or 10 digit number
assigned to the Remote Access
Unit (RAUl or the Direct Inward
System Access (DISAJ feature of
a PBX, to remotely enter an au­
thortzation code through the
telephone touch tone pad. and to
obtain a dial tone. Then, if no
egress restrictions are In place in
the PBX. a call to any other tele­
phone in the world Is generated.

Compromised codes
The danger for the PBX owner

is that the remote access autho­
rization code will be compro­
mised, enabling fraudulent calls
to be originated through the
PBX. Typically. the criminal who
has gained possession of a re­
mote access authorization code

number will make a "free" in­
bound call to the PBX through
the use of an 800 or a local num­
ber ass!gned to the customer's
PBX. enter the compromised au­
thorization code. and then dial
the desired termtnating number.

Once a PBX code has been
compromised. it will be sold.
then resold by each successive
buyer again and again for as long
as the code remains active.
These codes are also used for
"call-sell" operations in which
long distance phone calls are
"sold" to the pUblic at pay phones
and other locations.

The methods that are

deployed against PBXs are

limited only by the ingenuity

of the criminals seeking to

penetrate them.

How hackers Invade PBXs
The methods that are de­

ployed against PBXs are limited
only by the ingenuity of the crim­
inals seeking to penetrate them.
For example. if the lines are au­
tomatically answered by a call
sequencer. which routes incom­
ing calls. the PBX is at rtsk. A
"hacker" can program his com­
puter to generate calls to an 800
or a local number and learn the
securtty codes resident in the
PBX during the time that the call
is on hold Waiting to be an­
swered. A computer isn't neces­
sazy. however. to identify a valid
securtty code. Simple securtt;y
codes are often discovered by
hand.

Obscene calls signal fraud
Receiving numerous wrong or

obscene phones calls could indi­
cate ~lOother variety of PBX
fraud. The caller may be taking
advantage of a design flaw in

r'_" ,noll



PBX Fraud (continued)

vlder PBXs that returns a dial
tone to the caller if the called
party hangs up first. VMBs are
also targets of this type of fraud
'5ince some systems proVide a
dial tone to the caller.

Owner is responsible
Because it is not possible to

distinguish between a caller who
is authorized to use the remote
access facility of a PBX and the
thief who happens to possess an
authorization code, all telephone
calls ortginating from the PBX
are carried to the terminating
number dialed. and the charges

for the completion of the call are
passed to the system owner.

The ability of some 800 service
providers to supply the originat­
ing number of 800 calls may
make those customers a less de­
sirable target for remote access
fraud because the perpetrator
does not enjoy absolute anonym­
ity. However. the sophisticated
thief who is attempting to avoid
detection may "loop." that is. se­
quentially dial through a number
of different PBXs. and may com­
bine the use of stolen credit cards
and other illegal means to frus­
trate efforts to trace the actual
ortgin of the call. The thief may
also use public phone facilities

Guard against PBX fraud

that likewise cannot be traced
back to him.

Take steps to "fraUd-proof"
Because the mechanism that

permits fraudulent calls to be
made is equipment contrnlled by
the customer. neither the lopg­
distance sen-ice providers nor
the local telcos will take respon­
sibility for the losses resulting
from remote access fraud.
Consequently. telecommunica­
tions managers must take steps
to ensure that their systems are
secure. CI1IJ
Jim Snyder is an Execu.ttve Staff
MemberIAttorney in the o.fjice of
Corporate Systems lntegrityfor Mel
Telecommunications.

1. Understand all the capabilities of yOW' PBXs and
VMBs. The most logical source of information is
the vendor who sold or seIVices the equipment. A
vendor should be able to describe the fraud-defen­
s1ve capabilities of a gtven system.

2. Delete all authortzation codes that may have been
programmed Into the PBX or VMB for testing and
service. .

3. Frequently audit and change all active codes in a
PBX or a VMB. Those no longer authoriZed - par­
ticularly codes which were assigned to former em­
ployees, summer Interns. and others who are no
longer vaJid users - should be deactivated immedi­
ately. Access to authortzation codes should always
be lJmJted to those who truly have a -need to know. "

4. Treat authortzatlon codes just as you would credit
card numbers. Each code should be assigned indi­
vidually. and employees should be 1nst:nlcted as to
theJr confidenuallty. For example. they must be
told that codes should never be wrttten down on
anything which might be discarded. Joet or seen by
an unauthoriZed penon. Caution them about
using pay telephones at airports, hotels. or bus sta­
tions: someone may attempt to obselVe the dialing
sequence of the authoriZation code.

5. Consider replacing the remote access function in the
PBX With a virtual prtvate network card which mtni­
mizes the company's expo8W'e to fraud. If the re­
mote access funct10n in the PBX is retained. the
authortzaUon numbers selected as DlSA or RAU
codes should be the longest numerical sequence
the PBX Is desf&ned tobandle and choose entirely
at random. Becaur telephone extension numbers,
SocIal Securfty numben. and employee identlftca­
tion numbers are easily discovered by thieves.
avoid using them as authoriZation codes.

6. Inform all employees that the person on the other
end of a phone conversation may not be the person
he or she claims to be. Perhaps a thief. who is
trying to learn more about the employee's phone
system in order to defraud the company. Is posing
as a legitimate contact. Remind them that"dumps­
ter divers" regularly scour trash receptacles to
obtain discarded company information that may in­
clude remote call authorization codes and other pro­
prietary material.

7. Tailor access the PBX to confonn strictly with the
needs of the company. International and those por­
tions of domestic long distance access that the com­
pany does not use should be blocked. If feasible,
remote access calling capability should be com­
pletely shut down during off-hours and weekends.

8. Establ1sh an unpublished number for the remote
access unJt!direct tnward system access. and
program the PBX to wait at least 5 rings before re­
spondtng to the call.

9. Review billing information to identify unauthot1zed
calling patterns. 800 call deta1I. a billing option
provided by certain 800 seIVIce providers. helps
Identify fraudulent calls to the PBX and/or VMS.
Numerous Inbound calls ofvery' short dW'ation usu­
ally Indicate hacking act1vtty. whlle outbound calls
of long dW'ation often. although not always. reflect
fraudulent usage. ffigh volumes of calls during off­
peak hours nate night and early mornIng) are also
symptoms of possible fraud.

10. F1nally. avoid using a steady tone as the prompt to
Input an authorization code. Instead. use a voice
recording or no prompt at all. Whenever an Invalid
authortzation code is enteTed. the call should
either be ternilnated or routed to a switchboard
operator.
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Asst. Dirwctor of U.S. Secret Service
(Office 01 IA'lestigations)

Deputy Special Agent in Charge, U.S.S.S.
Special Services Dir,ctor

:iirector, Technical Security, MCI

Director,lnfonnnon Security. IBM

Deputy Chief Counsel, U.S. Secret Service

Network Development Engine.r, MCI

Ant. Director FBI (Intelligence Div.)

Director of Investigations. Met

Corporate Industrial HygiHist. PEPCO

V.P. Systems Integrity,..

N ,.....--.r,Mcl

Chlor.-' _ Section. EPA

Director. Federal s,....... Secarity, IBM

Director, Security. S....

Special AIIilblRt. U.S.....,. U.S. Dept. of JustIce

A Wealth of Experience

Members of the Mel Systems Integrity

team dra'vV upon key skills and experience

derived from a Wide variety of previous

positions, as well as that gained in

advanced training and on the job.

This multi-disciplinary team is built on

the experience and skills of systems

analysts, engineers, safety officers,

security experts and former law

enforcement officials, investigators and

prosecutors. Operating nationwide. they

use every possible means to prevent or

mmimize a wide range of potential

business problems such as

telecommunications fraud, information

protection, physical security and

enVIronmental issues.

As appropriate, the talent, knowledge

and experience of the Mel Systems

Integrity team is available to support

certain customer efforts in these areas.

We will share our considerable

experience, assist in minimizing fraud,

and offer consultative support to help

establish or enhance customer programs.

Our team is ready to be a part of your team.

,g'........
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Physical Security

Informatinn Security

The Systems Integrity group also
has expertise in the physical security of
corporate personnel and property.
Certain of these skills may also relate to
telecommunications fraud control.
•officers and electronic monitoring
systems

•key control
·electronic and physical access
management

•crisis management and executive
protection

·threats and/or acts of violence
•hre and safety training

r'v'1ary of the steps needed for the
preventicn of telecommunications fraud
are also Llsed in information security,
particularly security for electronically
transmitted or stored information. The
Systems Integrity group has expertise in
the protection of data, text, voice, image
and materials which may be in use,
storage or transit that contain proprietary
information.

In addition to many of the ~teps listed
under telecommunications fraud, the MCI
Systems Integrity group offers experience
In these and other areas:
•electronic and physical access controls
and monitoring

•computer virus prevention and detection
•disaster recovery
•security organization and planning
•employee, vendor and consultant
security issues

I,

I

J

Telecommunication
Fraud Prevention
This is a major focus of the MCI Systems
Integrity Customer Support program
Effort> are aimed at preventing or
reducing the costs of fraud occurring
through the abuse of CPE equipn,em a:ld
calling cards.

Steps range from prevention of
unauthorized access to identification of
fraud perpetrators and include:
-the evaluation, selection and/or
recommendation of access control and
monitoring equipment and systems

-development of MCI network-based
fraud prevention, detection and control
systems

-increasing fraud
awareness
through seminars,
literature,
publicity,
consultation and
other steps

-assisting in the
determination of
fraud methods
and development of
countermeasures

-assistance with the
identification of fra ud
perpetrators

-risk identification
-liaison with federal, state
and local law enforcement
and prosecution authorities



Environmental Program

Available Through Your
Mer Representative

The services of the MCI Systems
Integrlty Customer Support Program are
clvaliable to MCI customers at no
cost or on an actual expense basis.
T'ley are offered by MCI to supplement
and support customer telecommunica­
:Ions fraud control and related programs
on a resource as available basis.

DIscuss your needs with your MCI
Representative.

1\1CI stands ready .'CI
to work with you.

Mel has experience in addressing a wici~
area of environmental compliance
issues. Among these are:
• compliance, evaluation, training and
awareness program

·hazardous materials management
• storage and disposal of lead
acid batteries

• recycling
• underground storage tank
• indoor air quality
•emergency response and preparedness
•ergonomics





Typicol PBX Froud Methods
and Summary Solutionshavl: het'n put in placc. Thcy will als.) cnahle out­

dialing ft'atures tklt do not normally exist on the
PBX. These situatio:ls can he difficult 10 detect
llackers have heen kn. )wn to changl' the systcm at
H:OO pm to allow fraud calls TIll'n, at .~:OO :lIn the
next lIlorning, they re-program the systcm hack to
il.'i original configuration A telccom man:lgl'l" \\ ho
H'views thc configuration in thc morning will not hI'
looking at the configuration that was :Ihused. This
can lead to delays in resolving the al1l'se

FRAUD SOLUTlON(S):

FRAUD SOLUTlON(s):
Many times a PBX owner will also take proactive
actions to minimize the risk of fraud. These actions
include:

• Blocking of Oil or H09 dialing.

• Block IOXXX codes if possihle.

• Block l)')O :I<.:cess if possihle

• Monitor IOXXX, l)'iO and HOO ctlling on the
systclll to identify possihle looping.

M ( I Systems Integr t y

To solve this prohll'l1l a Snurity Access I 'nit (SAIl)
should hc placcl1 in front of the 1Il:1 int '.'n:lIll"e port.
SAlis provide another level of user II) :lt1d password
protectil'n Thi." II) Jnd passv.'drd',11l ,uid Ilt' con·
trolled hy till' PBX OW ncr :In" nol :111\ H'ndor. In
:Idditillll, SAl's can hl'''l'l up to lurtlll'r validat":1
user vi:1 c:lllt);l,k (lr v:lriUl," toKen d,":in's Wink
SOllll'" lut 1"'P,'IISI\<' til< 1\'11\' p" >,hl h '.\ hi,h "s,'

VOICC v::hd:ltl< >11 I'll ,1I1l1ll'ntll :11,' >I,

LOOPING

FRAUD METHOD(s):
l.o01'1I1g IS ,I 11 ll'1 hllli \'-hidl l.dl s(,11 "!Wl:llors US(' I"

(inUnl\I'llI rl'stndl<,l1< th,d 1\<:" put 101 till' Iletwork"
to cOlllrol l.llting card fraud I.oopillt-: '" :lIso uSl'd
to avoid identification of !Ill: originati'lIl of the calls
As an example, all carriers hlock calling card ('alls
hound for thl: I)omi"icl'l Repuhlic th,lt originate in
NYc:. If a l:I:I-sell operator's ahk to oht:lin a dial
tonl: from a PBX hut is not able to dbl HOI) or 011
call directly, they will revert to looping. They could
dial an HOO number outhound from the PBX. The
HOO number could he to another PBX or could he a
calling card or operator access nUIllIx:r. They could
also dial ')')0 carrier an:ess numbers. Lastly, they
can dial various 10XXX ('arrier access ('(,des. In any
G1Se they can still USt' the PBX to place a fraud call.
If the PBX is not in NYC they can use the calling
card. Use of the IOXXX codes could allow for direct
hilling to the PBX.

*CI~

The

MCI Network
Means

BUSINESS



FRAUD SOLUnONSIs):DISA

FRAUD METHOO(s)

VOICE MAIL BOXES (VMB)

• Passwords should he al least 6 dig''11f<mg,

• If possible, passwords should expire every
50-l)() days .

To protect aga1l1st a VMB heing piLlled till' follo\\ Illg
Sll:'ps should he taken:

• Do not a'tMo.w administrative accl'SS via the
phone. If a telecom person can aod, delete an<.l
change boxes via the phonl', so can a hacker.

• Do not have active mailboxes that 00 not have
an owner.

ill COl1figure'the call atlt'nd;Jnt so Ihat only valid
extensions are trausfcrrl'l! !J;lCk to the PBX

FRAUD SOLUTIONis):

• Allow only line side an\'ss 10 Jny <;llIs p;\Ss('d
hy the call attendant to the PBX,

• I '1' III \ 1I1111t~ 1 It .11' 111..· ..... II \ ~ \ I i I .i l I t I 1111

II" ,I, < I "..I!llf Ih III,"' ( Ill, \ II I .,. It

()!)llt111'_ I ,IIHI ~ Ihl' (1111(1 rl\111"11 III !q 111

1I1111l'l1 11)('1 1I1\lsl 1)(' ,,11111, "I I" 1:'1.11,1111'"

1Ii,II til' 1I1l1(nl kJllIrl's ,II\' II' ,[ ,I' [Ill' ,111\1 ',111
11' >1 1)(' ,I ('('('S.Sl'l I.

• Dis;tI)ow TAC ;Jnd FAC access to the catl
atten<!;ll1t trunks. ,

..t!

FRAUD METHOO(s):

Call attenuants arc USt·ul'" 1ll;I1lY ('Olllpallll'S 1'1
repla<:e a switchboard Ope....dtOr. When a call ;11I('n­
dant answers, the caller i:>l,F',nerally given nUlllerous
options. A typical.greetingwould be, "Hello, you've
reached ABC Bank; plC!a.,'Iie"cnter ( 1) for Auto Loans,
(2) for Home MottR.tges. ,,",you know the numher
of the person yoU,!lfC qlUiilg please enter that now."
In many call attendant~. option nine would he
allowed on outbound caJJs. In addition, when asked
to enter an extensi<m the' call- sell operator will enter
l) 1HO or 9011. If the system is not properly config­
ured, the call attenJant will pass the edl hll'k to the
PI~X. The PBX will read t6 the () as a request for a
dial tom'. The IHO would tx'collle thl' first numhers
of a I-H(),) call to Ihe Dominican Rq)uhlic The Oil
would he twated as Ihl' first
digits 01 an Inlern;llion;tI call

MAlNtE!WlgPORTS
, " > ,·,...,r--------------

FlAUO MnItOD(I:'1"

.Maintenance p<lrts are the most recent type of abuse.
'n this scenario a hacker finds a maintenance port

.,umher with his "war dia'.er." lie/she then hack out
the user \I) and password. At this point they have
access to all the features and controls within tht'
PBX They will program ~It any restrictions that

Itl

t~FRAUD SOLUTIONis):

Sleps 10 prevent this typl' of Ira\Jd include:

• Disahling the transferring'fIt leature, This
would restrin us(' to only receiving
and relril'ving 1\lessages.

• Limiting access to only '1 digit extension, if
transkrring is allowed.

• Blocking H & l) access (H & l) gl'nerally being
draw dial tone numbers).

• Prohihiting tnmk,to-trunk access from
lie lines.

• Disallowing TAC and FAC access from
the VMB.

Thl' secolld I\pe 01 ;lhuSl' \11\'oh('s g;trI1l'ring ;1 PB'\
di;i1 tOil<' \i,1 IIIl' \'1\111 Tl"s I' :1< 'olllplislK'd 1Il 1\\.,

1\;lV', Both 11ll'I!lo<!s (,Ill 11.111,1('1 llill III tl1<' \ \111 III
,I 1'1I11lll' "11 Ille s\,,1l'111 II [Ill' 1'1\\ I' I'"1"'" III'
PlllIWI" 111l' 1r,1I1,1'1 ,.11) 111' 111.1<1" dll<'l I" III ,11.1\
I. JlH' III 1,[11<'1 111'1.111< "S III<" ,tiki 11,111,1<-" I" ,III

('\:!t'!1"'!tln 111 ..... '\1111 i ,I .... l·', IIH' (·,len ..... !()!) 111.1\ III (Ill

,1I1"IIWI 1'1\\ ,11,,1 1',\1111" 'I.III'-lIlh'i"" ')1,'1 1 [\I 1111('

II t1l(' Ill' 11Il<' I' 11'" 11Iol"'lh "'( UI('(1. <li.tll"lll· l.1Il
1)(' r('IIll'\('d ;lIld Ir;1uduk'nl ,;dls pl:l{'('(1. !'in:"l), .tli
PBXs 11;1\(' Tfllllh Access Codes (TACs) or Fadlity
Access (:( llks (FACs). Technicians lise Ihese codes to
1\lak(, t('sl calls. II a110\\ ed, a hacker Gin transfer out
(If t1l(' YMB 10 t1le TACs or FAes

FRAUD MtTHOD(s):
11lt'rl' are two types of VMB Syst('lll" traud. Thl' first
tYlx' (x'curs when a hackl'l takl'S OVLT:I I){)x :Il1d u.ses
it to communkate with 011 I''! h;H'k~'rs This ell] hl'
eXIX'nsive if access is gainl'd t:, the VMB SY~;('111 vi:t ar.
HOO numher. !n this sit\l;ltion, ;1 !l;1l ker typ;C:I:iy ·l;tl'k.'
out thl' hox password and dl;lIlgl',S I! along \\ ;111\he
Rfeeting.

FRAUD SOLUTIONSIs):
fIH'\(' .1I('II1.ln\ stl'!,S ,I lIlt'. ,:\\IH'I ,,;11 1.t!·,'j·'I'I"I'·IlI
11.1, ""I' It'"ll 01 'LII 11 "),". ,111<111 111,1"I<'I'ih "',II!\: ii', Ill', \
iI',l\lIrt' TI,IK',1.:1I1. ;111111 ,0,1", ·11olil,' h, 111,1.1" ,', 1(lI1,~

.1' pO"'ihk '\t lIT\' 1(';1";1 1.1' I,ll .,1 1(1:\1111,11\'111<1 ,'"j'l

1>...lw('('nlhe ;1<1i\',' (',){Il's, !o: t''';'III"I, 11 111<'1' ,I'" III
11'1'1" 111(' ('ode ,lIould h... ,:1 i".,,1 :; d'.I;I" I, II1,~ 1\11 "

IO.IMIO = ll~)'<~M) III ') IIt,-,'lsl \lltll (I "II's ,I" 1I'Id i,('
r;tndolllly sClttered through'lIlt till' pos,sihil- ;,1I1~(, hili
nol (';lsily defined (i,l'. 1251 or I III )', CLiss 01 ,'-'l'1'\lIl'
J('stndions should I'll' ;lpplil'd III 11K' ;lIlth l'(Kk's ()nl\'
lISt'lS wilh a tllily \l'gitimatl' !ll'l'd should he ,til, lW','d
Intl'rt1;1lional dialing through lilt' DISA A l1loflltoril11~

syS\('1ll should lx' SI'I up 10 j'('c(lId I liSA US;lgt'
Monitoring rqx )(1" should sho\\ I1)(' III II Ill)('r oj Iillll'S
;lnt! millutl's an auth ('(xl<' is 11sl'd ill :1 d;I\' 11 possihle
the dollar valut' of Ihose ,all,s should ;lIsl) he l10ted Oil

Ihe rqx )11",

VOICE MAIL IOXES (VMB)

FRAUD METHODIs):
I liSA i' (k'ign( '( t t( 1 ;tll( Iv.; Will' JIt' ;Icn's'-' l<) ;1 PBX alld
IlIel1 llngil1ate ;111 oUthOlll,d ctll As a re"ult 01 thi,
,k,igl1, I1l.111V PBX owner, u,e I )ISA in lieu (J (:alling
(;m"-': 11(l\\'('HT, it is also used hy call-"dl operator:, in
pl;H il1g fr:ludull'nt calls,

'1'11<' 1I;1('ker, ;Irl." ;Ihle to I( lClt, , tIll' 1)ISA feature with
ill<' 11'-'<' 01 a "W;tr dialer." '111l' "war dialer" diab tele­
pltOfl(' nllllllx:rs r;lndomly, generally K1~) numhers, until
,I 11l0dl'Ill or dial lone is ohtlined. Atier a nUllllx:r is
found, lIacking software is Illen used to s(';lrc!J ">r v;tlid
,lIlthori/;ltion codes (autll ('(){Ies). C(){k·s ;11" "frcqul'nt­
Iv" hIlI 110t al\\,;lvs distrihutl'l1 til pil.l\l'd \llln' 11l;lil s\',
l<:nlS ;ll1d ('lllllputlT hulktil1l){l;l1'll" TIll' ("Kh's ;11'<'

lIsll;tlh distrihut('d to a 11('t\\', >rh ,>1 ell: s..ll '>1)('1':11< liS
.Ill<l 11I;IV ;tlSll Ix' pllstl'll 011 hilklil1 hO.lnb ;lI1d I'oin'
Illail '-'\'SI('IIlS

". .
.: .'



Using Your Vriet Card
Is As Easy As 1-2-3 ...

~ ;, f: :fw.' :1)<'j

'!,:,:"i';l;,:hlj:
'1 'LY'.",rH~:.J.....'!tI:,H'

" 'j5ti'

To make additional calls. vou doni haVl' 10 slart
"vcr wllh your ;1l'('t'SS I~umhc'r simplv prt'ss Ihe
Ii sigll for .1 full Set Ollt! IIlSICI( I (>1' hal1ging Ill), .lIlt!
Ihell rcpc!! SICP 2 (YOl! dl'l1" evel1 ILl\( 1<l 1!l;I!

lhe aUlh'Jrinlicll codc ag;un'l

If you dial a wron~ nUlIlhn, prcs Ihe II slgll ;",
;1 full sccond, 111t'1l di:11 i!le e"rlTll 'ltlllllw, II 11
is lht' lirsl call. di:,1 IIll' :llllhori;:lli<ln I ot!e a: Ihe
s("cond lone. I I' n, 'I, I hl'le"s II<' I~enl III rn I ,;11 Ihl'
:nll II< ,ri;;11 it H1 numher.

• II you J.rt' calling from a rolary phont'o dial Ihe
acccss numher and wait for an 0rcralor 10
assisl you

• If you arc calling I!Olil :1 P,IVPIIOIIC, ple;lsc
chn'k lhe instructions 011 lhl' p:I\'phone for
nuking an "ROO" call YOU m;l\' Ilced to dial
o ROO 1)">0 II11

• If you arc callin~ from :1 h01t'1 phone, usc lhe
hotel's instruClions for making .111 "ROO" '::J.II.
dial l-HOO-<),)O 11I1 :ilHI follow sl,'pS 2 and>' to
complete the call (You 101;1\' sliil he hilletl a sur
charge hy the hOld)

YVnet,m
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• One number Is all rou need-from either ;1

touch-tone or rotary phone. When you're
traveling, convenience and efficiency arc crilical
When it comes time to make a call, you dOll't
have time 10 look up a lot of lIumbers

• All the benefits of your company's phone
network-when you're on the road! II your
comp;my has a sevelJdigil private dialing !llan,
the same numher you usc to call your cOllt'agllCs
from your office can be used with the Vnet
CardsM ¥ou also get the benefil of other network
services, such as h;lving yom call al1lO111;lIic,lIly
forwarded, or receiving special" help messages"
when there's any kind of change or prohlem,

Or More Convenient •••

• Once you access tht- system, you can make as
many calls as you wam, When your ,ollvcrsa
lion IS finisheLl, in~lead of lunging up, ,simpl\
press till' " key and V"U (;111 pLH (' .1111 Ilill'l 1IIIIg

,h,SLlIll(' ,';111

• II's also (';lsy lu lall Irom .In 1'\ l't ""p.IIHllllg IIsl
o"o(hl'rc..ounlrl(·~ ,dllll">IIIIl.IHIII"-,llt (\'111.1111(\1

III Ill(' \\.lIkl .... 1/1,d (.1 ..... \ III lldlll\\ \1)1 t ~ .1111

(,11111.11 Ik,h II \l I'." 1-1'1 (,lIld,

Or More Practical.

• The Vnet Card offers your company consider­
able cost savings, Every call you make USing lhe
Vnet Card contributes III your company's savings
piAn with MClIIl-the more you use it, the more
your company will savel When you use your
Vnet Card to call your office or any of your
company's major facililies, you save evell more
because you'll he gumg through your company's
private netwurk. the Vnet Card's fast connee
tions will save Y9U t;me 1001

If you have a problem with your Vnet Card ,
Call customer service to report the problem (lhe
numher is written on the carrier in which you
received your Vnet Card), 1'0r your convenience,
you can write this number in the space provided
on the hack of your card,

If your card is lost or stolen .. ' ¥ou should
immediately call the customer servin' number

If you dial a wrong number ... You can receive
Immediale credil Simply dial 1-800-9'iO-IIII, wait
for the opnalOr, and explain I hal you want nedll

If you get a recording that says you are not
authorized to call the number you dialed Sec
your manager. lil increase security in case of a
lost or stolen Vnel Card, your comlxl11Y can specify
calling priyileges lor each end. Thc ,lrLI ,I '\TIL'tI

IS delermlllnl by whl'lc YOli do I>lI"""" II \ Illl

nL'l'd 10 lIukc calh Illll,SI,k III lil,' .IIl'.: sci IIlI \ I >I"
',lItI, lour 1Il.1Il.lg'" 1.111 11I.lhc lilt I 11.111,,1' I" IHI

11111 'II' il I ,iiI>

II vou need (0 make l'alls from ou ..... llk lht' 'is or
Canada IllslIU, 1I1l11S l(ll lISlllg I UU! \'net Card
.11" l"IlIlcll'l11l1 VOUI VIll'! Card (;Iob;ll Ik;ll'h
I', "kel (;lIIde, which yuu rnTlvl'd wilh your
~Jrd MCI IS lllllllllllously addillg cuulllries in
which yuu can use yuur Vnet Card Befure yuur
next business trip ahro;ld, call 1-800-4,14-'1141 to
get the mosl recent list of counrries and the free­
phone (toll-free) numhers fur each one

If you are trying to access Vnetl!! from any phone
in the U.S, , , ' Dial the "HOO" access number for
all types of calls from all types of phones, ()Iher
companies require several different access num­
bers depending on the type of call and the pay­
phone carrier.) This access number allows you
to make multiple CAlis,

Ynur V~le: Card ~ all ;wlp ynu and your company
fight the fraudulent Lise of nedit callis by pro,
wamming your card to covn only lhose areas
where you at'lually do bl1s'lless, Should your card
be lost nr slolen, the risk of fr;lud is significantly
redliced hecause yom \'nn Card will only oper;lIe
within designalnl areas

lIere arc SOlIlL' 01 her W;Jys you can help combat
fraud'

• If your Vnel Cud is lost or stolen, report it lu
cuslomer ....crvicc (the Ilumber wriltell Oil Ihe
Vnel C;irLl carner) as suon as you bel'llllll' ;IW;Jte
of it,

• Don't share your Vnet Card with other people­
11I'lILTI it ;IS VllU would an I '!l'lilt ,ard

• Try to ml'l!lurize your Vnel Card aut horizallon
code Ithc ;1I11nll"r (lll 11.1' IlllIII III Ill<" ,III Ii I h,

10-" I Illl I.Ihl' II OUI III I'ld"" II" It" Ilk"1\ II

I"> !lUI .... tlillt {Iltt' ~ill -,It .tlil ! l/ \. (1Ii\ th 1\\ [\ rIll

I \ I, n" ),'1

• lie ;"ware uf people loitering around pAyphonn
II I"lll have nOI ml'llltlri/,l'lJ YlHlr 'llillllll'l', IfI'
I,) prevent olhers from s':cin~ yuur Vllet CarLi
whL'!l you take it OUI to usc it.

• When placing operator-assisted calls, speak
directly into the phone in a norma.l tone of
voic~-he careful nut 10 allow anyone to hear
yuur authorlza~f{'n number,
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NEW TECHNOLOGY. OLD SCAMS
The te!ephone offers American consumers an inexpensive, efficient way to communicate directly
with family, frier.ds and businesses. New telephone technologies, from increasingly versatile 800
and 900 number services to fax machines and cellular telephones, have changed the way we
comIT'.unicate with e~ch other.

LO use calling cards or 800 and 9UO numbers, caller~j du not have to understand the technolugies
and database~ that make these kinds of services possiblf'. Following a few simple steps, callers learn
ouicklv to complete these calls with a minimum of eifort.

Unfortunately, con artists have learned to use the telephone to promote confusion and deceive
cons~mers. Using the communications tools of legitimate businesses, they sell everything from

.fraudulent investments, loans and travel bargains to boats that tum out to be inflatable rafts. Like

burglars stealing through the night, they use telephones to become "invisible".
American consumers can outsmart the telephone scam artists. By following some rules for

telephone shopping, callers can make sure that they don't give a criminal a chance.

OBSERVE AFEW BASIC PRECAUTIONS WHEN
MAKING PURCHASES BY TElEPHONE
Telephone shopping is so popular with

Americans that can artists recognized an

opportunity to deceive consumers. They could

sell their valueless products or phony securities

while hiding behind the anonymity of the

telephone. These con artists started out by simply

c<111ing consumers and pressing them into buying

theIr worthless wares. After this approach stopped

worJ.-ing, they often used newspaper and cable

advertising, postcards and other types of mail to

urge their "unsuspecting prospects" to call them.

TheIr techniques are sometimes a near-perfect

In11tJatJon of the techniques of legitimate businesses.



AVOID FRAUD - FOLLOW THESE SIMPLE
PROTECTIVE MEASURES
1. Make sure that you know the company with which
you are dealing, whether the company calls you or you
make the call. The companv should be willing to
pW\'ide Its n,lme, address and phone number.

2. If you need more information about a company,
check it out with the consumer protection office or Hie

office of the attorney general where the business is
iocated.

3. Do not give credit card or checking account
information over the telephone unless you know the
company and are making a purchase.

4. Ask for written information about sales transactions.
You should expect to receive a written confinnation pt
costs, and terms and conditions of purchase transaction ...
Ask about price, including all fees, delivery charges.
sales tax. Insist on a detailed description of the good"
and services that you are considering for purchase.

5. Ask about guarantees and refunds, and make sure
you have them in writing before you make a financia l
commitment.

6. Do not agree to send cash by mail.

7. Resist high-pressure tactics.

8. Be skeptical of offers that sound too good to be true.

USING ACALLING CARD
Thieves do not need the calling card itself to use it tl)r
fraudulent purposes. They need only to learn the 1-+
digit authorization code to "steal" your card from VPU

Important do's and don'ts incIude:

1. Do memorize your calling card number.
Memorization of your card number reduces the risk lIt

the number being stolen as you use the card.

2. Do be aware of people loitering around the phone.
People may pretend to be having a conversation on ,1

nearby payphone, to place themselves in a good pOSltll"1

to cupy duwn vour authorization code while \'l1U ,lrl'
making :-fLmr call. Stand directly In front of the ph'll1e
\"hile pressing the authorization code numbers. Abo,
use a normal conversational tone "... hen reciting the
number to an operator.

3. Don't give your calling card number to telephone
security or others. Any legitimate telephone
representatives already have your authorization code
,1l1d will not 'leed to ask vou for it.

1. Don't share your calling card number with others.
)"ur ulltng card number can be aous"d just like ,mv
credit card; guard the number a" you would a Visd or
\1asterCard number.

5. Do report lost or stolen cards. Report the loss to the
clppropriate long distance company as soon as possible
tll mmimize the risk of abuse by thieves.

DON'T ACCEPT THIRD-PARTY CALLS FROM PEOPLE
YOU DON'T KNOW
fhird-party calls are calls billed to your telephone, bv
,Onleone calling outside your home or office,
Operators, before placing third-party calls, must obtain
~ll'rmission from the party who will be billed for the
,',111. [t is appropriate to approve such calls when vou
knl)\\' the person calling, and wish to pav for the call
Du not give pennission to unknown parties to bill calb
to vour number.

900 NUMBERS: CONSUMER SAFEGUARDS IN PLACE
\Lmv companies and organizations provide
IIltormation about their products or services, take
(lrders, or offer advice or educational messages via q()()



long dislar,ce sen'ICL' \lo~t businesses charge
consumers \.I'ho use their LJOU nc.;mber lines, FedeLll
rL!c::; ar~d bng distimce companv rpg-ulations require
Fn'~'lder~ of GOO ser:ice to pwtt":t ,-om"Jmers bv
peceding the billable part ofche call with a <,tatement. Ilr
preamble, explaining:

1. The cost of the call per-minute or the flat rate, if it
will exceed $2.00. The name of the information pro\'ider
and a description of the information or service to be
provided must be clearly indicated.

2. The exact point when billing will begin (for
example, a beep tone might show when the charges
start for the call). The program must allow vou to
disconnect before that point without charge.

3. If the program is directed toward minors, it must
warn them that they must obtain parental perntission
to complete the call.

Federal rules require long distance carriers to prO\ll1L'
the name, address and customer service telephone
number of the information provider, at no charge. Loc,,!
telephone companies must offer a free (for the first
request) 900 service block option to residential
customers. Local phone companies may not disconnect
local phone service for non-payment of interstate 900
pay-per-calls.

II; ,Hid;tion, tlJ further protect consumers, long
JiSt-mCl.' c"rrier::; impose additional restrictions on the
t\P"~ ,)t LJ()O prof,F,m::; for which thev will perform the
t>l~ling ,lnd C(l!Jection.

USING 800 NUMBERS
V\ hen 800 service was first introduced, it was widely
advertised as toll-free. The intent of the long distance
c,1rriers is to continue to promote and protect toll-free
SUU service. In some short-lived scams, con artists
d Isturted the 800 service by confusing consumers and
charging for calls that they expected would be free.

r 0 protect callers, long distance carriers prohibit
charglllg callers for information carried on 800 numbers
unless the caller has an established billing relationship
\\Ith the 800 information service or uses a credit card tIl
p,n tur the service. For example, a caller could dial an
81)U number to reach a stock information sen'ice which
,hMges a fee, but would be required to have a billing
rt'latiunship with the service or use a credit card to
fL'Celn? the service. The 800 information service
( A\;;\JOT bill the customer's phone number or permit
I hMges bv a third pctrty with whom the consumer has
nIl business relationship.

It vou call an 800 number and are asked to call
another long distance number or to
receive a collect call to obtain
additional information, you mav be
charged for the collect or add itill n,l I
call. The collect or additional cal] 1-;

not a part of the original 800 G,IL
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(Continued) VOICE MAIL BOXES (VMB)

FRAUD METHOD(s)
The second type ofabuse involves garnering a PBX dial tone via the VMB. This is accomplished in two ways.
Both methods can transfer out of the VMB to a telephone on the system. If the PBX is not set up properly the
transfer can be made directly to dialtone. In other instances, the caller transfers to an extension. In some cases
the extension may beon another PBX and require transmission over atie line. Ifthe line is not properly secured.
dial tone can be retrieved and fraudulent calls placed. r lnally. all PBX have Trunk Access Codes (TACs) or
Facility Access Codes (FACs). Technicians use these codes to make test calls. Ifallowed. ahacker can transfer
out of the V\1B ~o the TACs or FACs.

FRAUD SOLUTION(s):
Steps to prevent this type offraud include:

Disabling the transferring out feawre. This would restrict use to only receiving
and retrieving messages.

Limiting access to only 4 digit extensions, if transferring is allowed.

Blocking 8& 9 access (8& 9 generally being draw dial tone numbers).

Prohibiting trunk-to-trunk access from tie lines.

Disallowing TAC and FAC access from the VMB.

CALL ATTENDANT

FRAUD METHOD(s):
Call attendants are used by many companies to replace aswi tchboardoperator. When acal! attendant answers.
the caller is generally given numerous options. A typIcal greeting would be. ·'Hello. you've reached Nations
Bank, please enter one for Auto Loans, two for Home \10rtgages. Ifyou know the extension ofthe person you
are calling, please enter it now." In many call at reodan ts. option nine would be allowed on outbound calls.
In addition. when asked to enter an extension theca II sei! operator will enter 9I80 or 90 I I. If the system is
not properly configured the call attendant will pass the call back to the PBX. The PBX will react to the 9 as
a request for a dial tone. The 180 would become the fi rst numbers ofa 1-809, call the Dominican Republ ic.
The 0I I would be treated as the first digits of an !nternJ tlonal call.

FRAUD SOLUTION(s):
Ensure muted features are dlsJbled. In the above example the caller has been
offered options 1Jnd~. The other options have been muted. They must be shut
off to guarantee that the muted features are not active and cannot be accessed.

Allow only line side accL'SS to any calls passed by the call attendant to the PBX.

Disallow TAC and FAC access to the call attendant trunks.

Configure the call attendant so only valid extensions are transferred back to tht'
PBX


